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Purpose 

This policy is intended to define the procedures and agreements necessary to maintain a vulnerability 
and patch management program at the College, which includes scanning enterprise computing assets 
and infrastructure for misconfigurations and weaknesses and appropriate remediation or risk 
acceptance processes thereafter. 
Scope 

This policy applies to all computing assets and infrastructure owned and managed by the College. 

Policy 

1. Program management 
a. Vulnerability and patch management is owned by the Office of Information Technology. 

This program is overseen by the Director of Information Systems and Security (DISS). 
Individual contributors reporting to the DISS shall be responsible for developing and 
acting on program recommendations for assets and infrastructure they administer. 

2. Technical requirements 
a. The Office of Information Technology will obtain and provide a solution (“automated 

scanning tool” or “automated scanning solution”) that allows for the automated 
scanning and classification of assets and infrastructure that can identify weaknesses and 
misconfigurations under this policy. 

b. Assets and infrastructure that support agent-based software to facilitate vulnerability 
scanning will have it installed as provided by the automated scanning solution defined in 
section (2.a). This allows the Office of Information Technology to receive more accurate 
results from the automated scanning tool. 

c. Assets and infrastructure that do not support agent-based software will be scanned 
externally using an appliance as provided by the automated scanning solution defined in 
section (2.a). 

d. Where possible, service accounts will be created with appropriate privileges to enable 
automated scanning tools to perform authenticated scans. 

e. All College-owned or College-maintained assets and infrastructure must participate in 
this program. 

3. Operational procedures 
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a. Vulnerability scans shall be run on regular schedules. 
i. Servers will be scanned at least twice monthly. 

ii. Network devices will be scanned at least once monthly. 
iii. Endpoints will be scanned continuously, and full scans will be completed at least 

once weekly. 
iv. All devices may be subject to further on-demand scans and testing as required 

by emergent situations, business conditions, or superseding policies. 
b. The DISS will schedule and conduct a meeting, which will occur monthly, to evaluate 

results compiled by the automated scanning solution with the Information Systems and 
Security (ISS) team. In this meeting, detected weaknesses and misconfigurations will be 
evaluated for urgency and assigned to remediation projects as necessary. The ISS team 
will also report on existing remediation projects, risk acceptance, and risks identified 
without using the automated scanning tool. 

i. The DISS and the ISS team will use internal classifications to prioritize 
remediation projects based on severity and urgency according to data supplied 
by the automated scanning solution, cybersecurity vendors and partners, and 
publicly available cyber threat intelligence feeds. 

ii. Emergency meetings may be called by the DISS on an as-needed basis to 
address immediate risks to the College’s assets or infrastructure. 

Review and Revision 

Dates of last three revisions. If anything notable has changed, emphasize it. If anyone outside of IT is 
required to participate in policy revisions, please indicate those departments. 

Version  Approved Date Notable Changes 
1 10/30/2024 N/A 
  This policy is scheduled to be reviewed for updates no later than 

October 30, 2026 
   

 

All Information Technology Policies are drafted by the Information Technology Department, circulated 
within the college for review and approved by the Senior Leadership Team.   

Information Technology Policies are available online.   
https://www.emmanuel.edu/about/where-we-are/offices-resources/information-
technology/information-technology-policies   

 

Policies are subject to change. While reasonable attempts will made to 
communicate changes, approved policy revisions will become effective at time 

of approval and supersede all prior policy. 



 
 
 
 
 
 

Vulnerability and Patch Management Policy | Page 3 
 

  



 
 
 
 
 
 

Vulnerability and Patch Management Policy | Page 4 
 

Signature Panel 

If required. 

By signing below, I acknowledge that I have fully read and understand my responsibilities in regard to 
this policy. 

Signee Supervisor or Human Resources 
Signature  

 
 
 

Signature  

Print name  
 

Print name  

Date  
 

Date  

 

 


