
 
 
 
 
 
 

Personal Devices (BYOD) Policy | Page 1 
 

 

Personal Devices (BYOD) Policy 

Author: Emmanuel College Information Technology Department 
Approved by: Emmanuel College Senior Leadership Team 

Revision Date: August 1, 2024 | Version 1.0 

 

Purpose 

This policy defines appropriate use, procedures, and minimum security requirements for personal 
computing devices when accessing Emmanuel College (“the College”) network resources or performing 
duties related to one’s role at the College. 
Scope 

This policy applies to all Emmanuel College students, staff, faculty, vendors, contractors, visitors, visiting 
scholars, prospective students, event attendees, speakers, and guests that use their personal computing 
devices to access College network resources or perform duties related to their role at the College. 

Definitions 

Personal computing device / personal device – A device owned and managed by an individual (as 
opposed to the College) that has the capacity to perform computing functions, telecommunications, or 
both. Examples include but are not limited to laptop and desktop computers, cellular phones, tablet 
computers and phablets, Internet of Things devices, etc. 

BYOD – Bring-Your-Own-Device 

College-owned data – Any data created, obtained, or maintained internally to the College over which 
the College or an authorized data governance contractor of the College claims ownership, stewardship, 
and custody. This definition does not extend to data created by students for the purpose of academic 
assignments or research data created by faculty members when such research is not funded by the 
College. 

Policy 

1. Responsibilities 
a. Individuals who use a personal device to access College network resources or to store 

data relating to their work at the College are responsible for the following: 
i. Abiding by all provisions of this policy and all other College policies; 



 
 
 
 
 
 

Personal Devices (BYOD) Policy | Page 2 
 

ii. Abiding by all provisions of all policies governing the usage of computer systems 
not developed by the College, insofar as they do not conflict with College 
policies; 

iii. Abiding by all applicable federal, state, and local laws and regulations; 
iv. Taking adequate measures to secure their personal device(s) physically and 

digitally; and, 
v. Practicing sensible usage of their personal device(s) and any digital resources 

they access. 
b. The College is not responsible or liable for the physical or digital security of any personal 

device. Physical compromise (such as loss, theft, or damage) and digital compromise 
(such as installation of malicious software, social engineering, or exploitation of 
vulnerabilities) are the sole responsibility of the owner of such devices. 

c. In situations where usage of a particular personal device is deemed inappropriate or a 
risk to the information security posture, operations, finance, or image of the College, 
that personal device may be prohibited from the College network under this policy. 

d. The College will not reimburse or purchase personal devices, regardless of their actual 
or intended usage for College business. 

2. Technical considerations and support 
a. Technical support for personal devices will be limited to best-effort diagnosis and simple 

repairs of software provided by the College. 
i. Under no circumstances will hardware repair or replacement of any kind be 

performed on personal devices. The only exception will be the simple removal 
of stuck connectors inside of jacks on personal devices where an Information 
Technology staff member will have determined that such a repair will not risk 
further damage to the device. 

ii. Software repairs will be limited to reconfiguration, troubleshooting, and 
reinstallation of College-provided software, or simple reconfiguration of the 
personal device’s operating system. Neither operating system repair and 
reinstallation nor unauthorized software repair of any kind will be performed on 
personal devices. 

iii. Simple malware removal will be performed on a case-by-case basis. 
iv. Emmanuel College Information Technology will refer individuals seeking support 

to authorized 3rd party sources when support cannot be provided onsite. 
b. The following required provisions from the College-Owned Devices Policy, section (2) are 

effective in this policy as official recommendations of Emmanuel College Information 
Technology: 

i. Individuals should limit the number of applications installed on their personal 
devices as much as possible without hindering reasonable usage of them. All 
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applications should be installed from trusted repositories and created by trusted 
developers. 

1. Individuals should only use authorized and legitimate copies of such 
applications. Software piracy is never permitted under any 
circumstances and is expressly prohibited for any Emmanuel College 
members under Information Technology policy. 

ii. Personal devices must have an automatic locking mechanism, and such a 
mechanism should be set to trigger after a period of five minutes of inactivity. 

iii. Personal devices must require authentication before logging into a user 
account, including but not limited to password, passphrase, PIN, or biometric 
authentication. 

iv. All operating system and application updates should be applied to personal 
devices as soon as they become available. 

v. Individuals should not access unfamiliar, risky, malicious, or illegal websites 
from any devices whatsoever. 

vi. Personal devices should only connect to networks over secure media, including 
trusted wired connections and trusted wireless connections or Wi-Fi utilizing 
WPA2 or WPA3 with AES, or any successor protocols or encryption standards. 

vii. Personal devices should utilize encryption whenever available to protect the 
data contained on their storage media. 

viii. Personal devices should have antivirus/antimalware software installed and 
active on them. 

3. Additional provisions of acceptable use 
a. College-owned data must never be stored locally on a personal device in any way.  

i. If College-owned data is accessed from a personal device, it must only be 
accessed via College-provided cloud applications (like OneDrive) or College-
provided network storage media (like onsite data servers). 

b. If, through negligent or intentional violation of this policy, the information security 
posture, operations, finance, or image of the College is compromised, individuals may 
have their permission to use personal devices at the College suspended or revoked. 

Review and Revision 

Version  Approved Date Notable Changes 
1 August 1, 2024 N/A, Version 1.0 
  This policy is schedule to be reviewed for updates no later than August 

1, 2026 
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All Information Technology Policies are drafted by the Information Technology Department, circulated 
within the college for review and approved by the Senior Leadership Team.   

Information Technology Policies are available online.   
https://www.emmanuel.edu/about/where-we-are/offices-resources/information-
technology/information-technology-policies 

 

Signature Panel 

If required. 

By signing below, I acknowledge that I have fully read and understand my responsibilities in regard to 
this policy. 

Signee Supervisor or Human Resources 
Signature  

 
 
 

Signature  

Print name  
 

Print name  

Date  
 

Date  

 

Policies are subject to change. While reasonable attempts will made to 
communicate changes, approved policy revisions will become effective at time 

of approval and supersede all prior policy. 


