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Purpose

This procedure specifies Emmanuel College’s internal processes and establishes standards and
requirements for the creation and maintenance of passwords. To protect the security of Emmanuel
College’s computer systems and the data contained on those systems, all college computers and
applications are required to be password protected. Passwords are a critical component of information
security.

Scope

This guideline applies to employees, faculty, contractors, consultants, temporary and other workers,
including all personnel affiliated with third parties. This guideline applies to all passwords including but
not limited to user-level accounts, system-level accounts, web accounts, e-mail accounts, screen saver
protection, etc.

Definitions

Important Terms and abbreviations used in the policy.
Policy

1) Standard

a) End user passwords on systems or applications where the password standard is controlled by
Emmanuel College must be a minimum of ten (10) characters in length.

b) System passwords for IT system administration on systems or applications where the password
standard is controlled by Emmanuel College must be a minimum of twelve (12) characters in
length.

c¢) End user and system passwords on systems or applications where the password standard is
controlled by Emmanuel College must meet the complexity requirements defined in this
procedure.

d) End user and system passwords on systems or applications where the password standard is not
controlled by Emmanuel College must have documentation on file with the Office of Information
Technology that describes the reason for not meeting Emmanuel College’s password
management procedures.

i) The risk must be accepted following review by the Office of Information Technology.
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e) Users may not use any work-related passwords for their own personal accounts or vice versa.
f) Passwords must be sufficiently complex, not easily guessable, and should never contain
identifying information like usernames.

i) End user passwords must contain at least one (1) element from each of the following
character classes, and system passwords for IT administration must contain at least two (2)
elements from each of the following character classes:

(1) Uppercase letters of European languages (A through Z, with diacritic marks, Greek and
Cyrillic characters)
(2) Lowercase letters of European languages (a through z, sharp-s, with diacritic marks,
Greek and Cyrillic characters)
(3) Base 10 digits (0 through 9)
(4) Non-alphanumeric characters (special characters): (M!@#S%"&* _-+="|\()/{}[]:;"'<>,.?/)
(a) Currency symbols such as the Euro or British Pound aren't counted as special
characters for this policy setting.
(5) Any Unicode character that is categorized as an alphabetic character but is not
uppercase or lowercase. This group includes Unicode characters from Asian languages.
g) Network passwords cannot be reused until ten (10) password changes have taken place.
h) User accounts are to be locked out after ten (10) consecutive failed log-on attempts.
i) All temporary passwords must be changed at first log-on.
j) Information Technology will perform regular password audits. Any accounts with non-compliant
passwords will have their accounts disabled and will be required to change their password.
k) The “Remember Password” feature is not recommended to be used as this could allow
unauthorized persons to gain access to Emmanuel College’s systems and applications.
[) All passwords are to be treated as confidential College information.
m) Passwords must never be shared or written down in any way.

i) If anyone asks to use your password, refer them to this standard and direct them to the
Office of Information Technology.

ii) If you suspect that your password has been compromised, report the incident to the Office
of Information Technology immediately.

n) Multi-factor authentication is required for all work-related accounts where available and is
recommended on all personal accounts where available.
2) Enforcement
a) Violations of this procedure may result in disciplinary action in accordance with Emmanuel
College’s information security policies and procedures, as well as human resources policies.

Review and Revision

Dates of last three revisions. If anything notable has changed, emphasize it. If anyone outside of IT is
required to participate in policy revisions, please indicate those departments.

Approved Date Notable Changes

1.0 2/17/2023 Submitted for initial consideration.
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2.0 8/1/2024 Clarified language. Reformatted for consistency. Included clause on
audits.

All Information Technology Policies are drafted by the Information Technology Department, circulated
within the college for review and approved by the Senior Leadership Team.

Information Technology Policies are available online.

https://www.emmanuel.edu/about/where-we-are/offices-resources/information-
technology/information-technology-policies

Policies are subject to change. While reasonable attempts will made to
communicate changes, approved policy revisions will become effective at time
of approval and supersede all prior policy.
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