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Purpose

This policy defines the issuance, provisioning, maintenance, reconditioning, and appropriate usage of
devices issued and owned by Emmanuel College (“the College”).

Scope

This policy applies to all Emmanuel College students, staff, faculty, vendors, contractors, visitors, visiting
scholars, prospective students, event attendees, speakers, and guests that are issued College-owned
devices for the performance of duties related to their role at or contract with the College. This policy
also applies to the above parties’ usage of public- or common-use computers at the College.

Definitions

College-owned — Used to describe a device or asset that is purchased and owned by the College.

Public-use device/computer — Used to describe any device or computer that is placed in a public area
and is intended to be used by members of the general College population.

Common-use device/computer — Used to describe any device or computer that is provisioned for usage
by multiple people but is not intended for general, public use.

Individual-use device/computer — Used to describe any device or computer that is provisioned for and
intended to be used by a single individual.

Assigned user / Assignee — The user to whom a College-owned device is individually assigned. In the
context of this policy, an assigned user will always be a current member or member emeritus of the
College, including students, staff, and faculty.

Policy

1) Issuance, deployment, and decommissioning
a) All full-time faculty and staff will be issued a College-owned laptop for the performance of
duties related to their role at the College. A standard configuration will be used for all College-
owned laptops, which will define default hardware, software, and settings.
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2)

b)

d)

e)
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Requests for non-standard laptop configurations must be submitted to the Director of IT

Operations, who will have sole discretion in approving such requests.

College-owned computers will be replaced on a four-year schedule. Assigned users of individual-

use computers will be notified when their device is eligible for replacement and will have a

period of 180 days to return their retired computer and collect their newly issued computer.

i) Replacements outside of the normal four-year schedule will only be done to replace devices
that are: 1) no longer operable, 2) no longer supported with first-party software updates, or
3) no longer suitable for use by the assigned user due to unmitigable hardware or software
limitations.

ii) Devices that are lost, stolen, damaged, or otherwise rendered inoperable through
negligence of the assigned user can be replaced at the expense of the assigned user’s
department.

If an individual who is assigned an individual-use device leaves their role at the College, it is the

joint responsibility of the individual’s supervisor and Human Resources to collect the device and

return it to the IT Helpdesk.

Decommissioned devices must follow a standard process for conditioning to ensure the security

of any data contained within.

i) Any device-level locks (such as Activation Lock on iOS devices or Device Protection on
Android devices) and screen lock passcodes must be removed by the assigned user prior to
returning the device to Information Technology.

Usage guidelines, technical requirements, and digital security considerations

a)

b)

d)

No applications that are not required to perform duties related to the assignee’s role or
intended function of the device will be allowed to be installed on College-owned devices.
Applications that are permitted to be installed must only be installed from trusted developers
and repositories.

Personal data must not be stored on any College-owned device.

i) All data required for the performance of an individual’s job duties should be stored in the
individual’s College-provided cloud storage wherever possible.

ii) No personal data unrelated to the performance of an individual’s job duties or to a
legitimate business interest of the College should be stored on any College-owned or
College-provided storage medium.

iii) Data containing Personally Identifiable Information (PIl), Protected Health Information (PHI),
or otherwise sensitive data must never be stored on any College-owned device except for
servers which will have been appropriately configured to ensure the confidentiality,
integrity, and availability of such data, as well as accounting mechanisms to identify
instances where such data is accessed.

All College-owned devices must have the ability to lock themselves automatically after a pre-

defined period of inactivity which will be configured to trigger after a period of no longer than

fifteen minutes.
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e)

f)
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i) College-owned devices that lack the ability to automatically lock themselves after a pre-
defined period of inactivity must be kept in an access-controlled location.

ii) Assigned users must also manually lock their individual-use device before leaving it
unattended.

College-owned devices must communicate only on secure network media, including approved

cellular networks, secure wireless networks, and College-provided wired networks.

i) Secure Wi-Fi networks must be private (as in a network personally owned by the assignee or
the College) and password protected with WPA2 or WPA3 security protocols, or any
successor protocols as defined by the Wi-Fi Alliance.

Operating system and application updates must be applied to individual-use devices by the

assigned user as soon as they become available. Such updates must also be applied to public-use

devices by the Information Technology department on a regular basis.

College-owned devices must not be used to access unapproved, risky, malicious, or illegal

websites. Assignees are expected to exercise good judgement regarding websites not explicitly

approved as part of their business workflow.

College-owned devices must have their internal storage encrypted via first-party encryption

mechanisms (such as BitLocker on Windows PCs or FileVault on Mac computers).

All College-owned devices, as part of the standard configuration defined in (1.a.), will have a

suite of approved security software installed on them. Under no circumstances should any user

attempt to modify, tamper with, or disable any part or whole of this suite of security software.

Device physical security

a)

b)

Individual-use devices must be physically secured by the assignee, and lost device protection
mechanisms (such as Find My iPhone on iOS devices or Find My Device on Android devices)
must be administered by the assignee when available.

i) The assigned user is responsible for the safe and secure operation of a College-owned
device, such that loss, theft, damage, and compromise not due to events and circumstances
out of the assigned user’s and Information Technology’s control are the liability of the
assigned user.

ii) Inthe event that a College-owned device is compromised physically (ie. lost, stolen,
improperly accessed, or maliciously damaged or destroyed), the assigned user must report
the event to Emmanuel College Information Technology within 24 hours of first discovering
such compromise.

iii) Assigned users must not allow anyone besides themselves to use their devices.

The physical security of public-use and common-use devices is the responsibility of the device’s

current user, jointly with the assigned group of users where applicable.

i) Information Technology will log the identity of assignees of individual-use and common-use
devices for record-keeping purposes.
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c) College-owned devices will be covered by a warranty at purchase from the vendor. It is the
assigned user’s responsibility to bring devices to the IT Helpdesk for repair or replacement under
this warranty.

4) Responsibility of end users

a) Any individual found to be in violation of any part of this policy or are otherwise negligent to
their responsibility defined by this policy may have their individual-use computer revoked
and/or their right to use College-owned devices revoked.

b) If any individual having any business with or role in the College is assigned an individual-use
computer, then that individual must exclusively use that computer to perform any work related
to their business with or role in the College.

i) Under no circumstances should any individual who is assigned an individual-use computer
by Information Technology use any other device to create, access, store, manipulate, or
modify College network resources.

ii) The only exceptions to the above provision (4.b.i) will be using an approved first-party email
client to access your College email accounts and using an approved first-party chat
collaboration client, which will only be permitted for usage on an individual’s personal
cellular phone or tablet computer.

Review and Revision

Approved Date Notable Changes

1 10/30/2024 N/A
This policy is scheduled to be reviewed for updates no later than
October 30, 2026

All Information Technology Policies are drafted by the Information Technology Department, circulated
within the college for review and approved by the Senior Leadership Team.

Information Technology Policies are available online.
https://www.emmanuel.edu/about/where-we-are/offices-resources/information-

technology/information-technology-policies

Policies are subject to change. While reasonable attempts will made to
communicate changes, approved policy revisions will become effective at time
of approval and supersede all prior policy.

Signature Panel
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If required.

By signing below, | acknowledge that | have fully read and understand my responsibilities in regard to

this policy.
NEGES Supervisor or Human Resources
Signature Signature
Print name Print name
Date Date
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