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Purpose

This policy is intended to improve the information security posture of the College by defining the
methods and procedures through which the Information Technology department can enforce required
action for users of the College’s information technology resources.

Scope

This policy applies to any individual who holds an Emmanuel College account.
Policy

1) Required actions
a. The Information Technology department can inform users of required actions to be
taken at any time. Users will be informed of required actions through messages to their
Emmanuel College email address.
b. Types of action required by the Information Technology department include, but are not
limited to:

i. Installation and configuration of software updates on an individual’s College-
owned device.

ii. Installation and configuration of software updates on an individual’s personally
owned device when used on Emmanuel’s network or when accessing
Emmanuel’s systems.

iii. Compliance with password, multi-factor authentication, or other security
standards

iv. Completion of annual or remedial cybersecurity awareness training

2) Enforcement timelines and actions to be taken
a. Users will be informed of any required action promptly upon the requirement of such an
action. Users will have 10 business days from the date on which they were originally
informed to complete such action.
i. Users are expected to coordinate and perform any tasks required for them to
complete required action as soon as possible.
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Five business days following the initial communication of required action, users who
have not yet completed such required action will be sent an email message reminding
them to complete the required action by its due date.

10 business days following the initial communication, users who have not yet completed
such required action will be sent an email message reminding them to complete the
required action by the end of the current business day.

11 business days following the initial communication, users who have not yet completed
such required action will be sent an email message informing them that they are now in
non-compliance.

i. The Human Resources department will be included in this communication and
all subsequent communications to non-compliant users.

ii. Non-compliant users will be given notice in this communication that they must
perform the required action as directed within five business days.

16 business days following the initial communication and five business days after the
non-compliance notice as defined in section (2.d.), users that remain in non-compliance
are given notice that their account will be disabled on the following business day if the
user does not perform the required action as directed.

17 business days following the initial communication and six business days after the
non-compliance notice as defined in section (2.d.), users that remain in non-compliance
will have their Emmanuel College account disabled.

i. Accounts disabled in this manner will not be re-enabled until the user performs
the required action as directed. Accounts disabled in this manner can only be re-
enabled by the Information Technology department.

ii. Non-compliant users with disabled accounts must visit the IT (Information
Technology) Helpdesk to re-enable their account upon completing the required
action as directed.

3) Additional provisions

a.

b.

The enforcement timeline for required action may be accelerated at the discretion of
the Information Technology department based on the severity and urgency of the issue.
This policy does not define penalties or disciplinary action for non-compliance beyond
disabling a user’s Emmanuel College account. Users are on notice that additional
penalties or disciplinary action may be imposed by the College as deemed necessary.
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Review and Revision

Approved Date Notable Changes

1.0 August 1, 2024 N/A - version 1
This policy is scheduled to be reviewed and updated no later than

August 1, 2026

Policies are subject to change. While reasonable attempts will made to
communicate changes, approved policy revisions will become effective at time
of approval and supersede all prior policy.
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