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Purpose 

The purpose of this policy is to contribute to the security of Emmanuel College’s Information Technology 

resources, regardless of access method, by mandating and standardizing the installation and use of 

antimalware products on applicable endpoints. 

Scope 

This policy applies to all current students, staff, and faculty who use a personal computing device to 

access the College’s Information Technology resources. 

Antimalware (product, program, solution, or software) – Any software product or hardware appliance 

designed to prevent, detect, and/or remove malicious software (malware) on computer systems. For the 

purposes of this policy and related procedures, this term will most commonly refer to software agents 

installed on endpoint computers, such as laptops and desktop computers.  

This is not to be mistaken for antivirus, antispyware, or firewalls, all of which are individual functions 

that often exist within a single antimalware product. 

Policy 

1) Deployment 

a. All College-owned computers will have the current version of the approved antimalware 

solution installed and activated prior to issuance. 

i. The College’s approved antimalware solution will always be included in the 

standard configuration for all newly issued computers. If the College changes its 

approved antimalware solution for any reason at any time, the standard 

configuration must be updated to reflect this change as soon as possible. 
 

2) Maintenance and usage 

a. Updates, upgrades, and replacements to the approved antimalware solution will be 

performed remotely on all College-owned computers when possible. 
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i. If, for any reason, such operations cannot be performed remotely, then 

Information Technology will communicate with the individual or group to whom 

the computer is assigned and coordinate a time to perform the operations 

manually. In this event, the individual or group must respond with a window of 

availability that is not more than 10 business days in the future. 

b. Uninstalling, disabling, or tampering with the approved antimalware solution is 

prohibited. 

c. Information Technology will review the efficacy of the approved antimalware solution 

yearly. 

d. Telemetry and logs generated by the approved antimalware solution will be monitored 

by Information Technology. Devices may be disconnected or isolated from the network 

in the event of suspected compromise or infection. 
 

3) Personal devices and devices that cannot install antimalware products 

a. For individuals that use their personal computing devices to access the College’s 

information technology resources, the personal computing device must have 

antimalware software installed and activated on it. The College will not provide 

antimalware products for installation on computing devices not owned by the College. 

i. Information Technology will maintain a list of recommended antimalware 

products on the College website. Information Technology will also advise 

individuals on antimalware products upon request. This list and advice are 

provided strictly for informational purposes. 

ii. Individuals are responsible for keeping the definitions and software up to date 

on their personal computing devices. 

b. For devices that cannot install antimalware products, appropriate compensating 

security controls must be implemented to secure the asset. 

i. Devices that cannot install antimalware products for any reason are not 

permitted to access, interact with, or authenticate to any College-owned or 

College-managed data repositories. 

ii. Devices may not be able to install antimalware products for the following non-

exhaustive reasons: software incompatibility, prohibitive costs, legal or 

regulatory requirements, or third-party contractual obligations. 
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Review and Revision 

Version  Approved Date Notable Changes 

1.0 August 1, 2024 N/A, Version 1.0 

  This policy is scheduled to be reviewed for updates no later than 

August 1, 2026 

   

 

 

 

Policies are subject to change. While reasonable attempts will made to 

communicate changes, approved policy revisions will become effective at time 

of approval and supersede all prior policy. 


