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Purpose 

The purpose of this policy is to provide members of the Emmanuel College community with clear 

guidelines for the appropriate use of the College’s information technology systems, network, and 

resources. Such resources may include data in electronic formation, information, and any hardware or 

software used to create, process, transmit, store, or use said information/data.  

 

Scope 

This policy covers the access and/or use by students, faculty, staff, contractors, visitors, visiting scholars, 

prospective students, camp and conference attendees and guest speakers, regardless of location or 

method, of all the following Emmanuel College information technology resources:  

▪ College-owned computer hardware and software  

▪ Management Information Systems (e.g., Colleague, Raiser’s Edge, etc.)  

▪ Emmanuel College network and internet access through college resources  

▪ Email, video conferencing, and chats  

▪ Emmanuel College websites  

▪ Telephone, voicemail, and telecommunication services  

▪ Passwords and PINs  

Policy 

Emmanuel College’s information technology systems and resources and all information stored therein 

are the sole property of Emmanuel College. Access to these systems is a privilege granted by the College 

and may be revoked at any time. Access or use of such systems, resources, or data constitutes consent 

to this policy.  

All users of Emmanuel-owned information technology resources and data are 

required to sign off on and adhere to this policy as a condition of employment. 
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1) Privacy – Users are advised that while Emmanuel College respects the individual privacy of its 

faculty, staff, and students, this privacy does not extend to the use of college-owned technology 

equipment or systems. Users should be aware that the following guidelines may affect your privacy:  

a) Emmanuel College’s Right to Access Information – All information technology systems have 

been installed by Emmanuel College to support the mission of the College. Although each user 

has one or more individual passwords and PINs to access these systems, the systems belong to 

Emmanuel College and all contents may be accessed, copied, deleted, and/or discussed at any 

time by Emmanuel College management. Consequently, they should be treated like other 

shared file systems. Furthermore, all email and voicemail messages are Emmanuel College 

records. Therefore, you should assume that messages are not confidential. Back-up copies may 

be maintained and references by the College for business or legal reasons. Furthermore, email 

messages are considered documents, just like any other writing, and therefore are subject to 

discovery in litigation.   

b) Personal Use of Email and Voicemail – Personal use of email and voicemail is permitted, 

provided its use is consistent with all other aspects of this policy. In all cases, however, these 

messages will be treated the same as other messages. Emmanuel College reserves the right to 

access, copy and/or disclose as necessary all messages sent over its email and voicemail 

systems, without regard to content. Since personal messages can be accessed, copied, and/or 

disclosed by Emmanuel College management without prior notice, students should not use 

these systems to transmit any messages they would not want read or heard by a third party.   

c) Waiver of Privacy – Emmanuel College has the right, but not the duty, to monitor any and all 

aspects of its computer system, including, but not limited to, monitoring site users visit on the 

internet, reviewing material downloaded or uploaded, and reviewing email sent and received. 

Users waive any right to privacy in anything they create, store, send, receive using College-

owned resources.   

2) Standards of Behavior/Appropriate Use Guidelines – The use of Emmanuel College technology 

resources should be consistent with accepted College standards of behavior as outlined in other 

publications including the Faculty, Staff, and Student Handbooks. In addition, every user of the 

College’s information technology systems and resources is expected to comply with the standards 

outlined in the areas below:  

a) Content – Emmanuel College will not tolerate the publication of any material considered to be 

harassing, libelous, or a violation of any existing Emmanuel College rules or policies. The 

transmission of content that discriminates against protected classes (such as race, national 

origin, religion, disability, age, sexual orientation, or gender identity) is prohibited. The 

transmission of inappropriate or vulgar language, as well as obscene or sexually explicit 

messages, images, or cartoons is prohibited. Exclusions will be granted for content transmitted 

for academic or research purposes. No solicitations on behalf of groups, organizations, etc. that 

are not related to the College will be allowed. No distribution of unsolicited advertising is 

allowed.  
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b) Laws – Any individual using the College’s information systems is expected to comply with all 

local, state, and federal laws, particularly copyright and fair use laws. Violation of these laws can 

result in prosecution and criminal penalties.   

c) Security and Confidentiality – For the protection of the entire institution, users are expected to 

act responsibly with respect to security. Users should not reveal their password or allow anyone 

to access their account. It is also not acceptable for any individual to gain, or attempt to gain, 

unauthorized access to another user’s computer, data, or other technology resources. Attempts 

to destroy, alter, prevent authorized access, compromise the integrity of systems, propagate 

computer viruses, or disguise a user’s name or the origin of any transmission are strictly 

prohibited.   

i) Authorized users of management information systems are expected to handle all data they 

access appropriately with respect to dissemination to third parties. Information should not 

be viewed or transmitted to another individual except for legitimate purposes and with 

appropriate authorization. Furthermore, student records are protected under the Federal 

Family Education Rights and Privacy Act (FERPA), and consequently, cannot be released to a 

third party without the student’s consent.  

d) Appropriate Behavior – Emmanuel College information technology systems have been created 

specifically for the advancement of the College’s mission. With the exception of those provisions 

outlined in Policy Section III B – Personal Use of Email and Voicemail, faculty staff, and students 

may use these systems solely for the purpose of supporting or enhancing teaching, learning, 

research, official business of the College, or other College-sponsored activities. Unauthorized 

use of the Emmanuel College information technology systems for commercial purposes is 

strictly prohibited.  

e) Emmanuel College’s network is maintained to provide connection between on-campus 

resources and individuals as well as between local institutions and national academic consortia. 

Use of this network that is consistent with the College’s purpose and mission is acceptable. 

Network traffic, when used to access other networks, must honor the acceptable use policy of 

those networks. The individual end-user assumes ultimate responsibility for all traffic that they 

create.  

f) Emmanuel College places the following responsibilities on the user:  

i) Adhere to all federal, state, and other applicable laws, college policies/procedures, and 

contracts/licenses.  

ii) Respect and honor the rights of others regarding intellectual property, privacy, freedom 

from harassment, academic freedom, copyright, and use of IT resources.  

iii) Ensure that all college data are stored appropriately, in designated locations, and on 

approved devices.  

iv) Regularly backup information and files as appropriate and store those files in a secure 

location.  

v) Delete unnecessary files from shared computing resources (i.e. shared drives) with 

regularity.  
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vi) Maintain the confidentiality, security, and availability of information on all devices under 

their control to prevent loss, theft, damage, or inappropriate disclosure.  

vii) Properly secure all mobile devices with sensitive data (FERPA, HIPPA, etc.) with a strong 

password and encrypt all files per recommended guidelines.  

viii) Do not share or disclose passwords; use only the passwords and privileges associated with a 

user’s own account and for authorized purposes.  

ix) Respect the privacy of other users and their accounts, regardless of security measures (or 

lack thereof) taken to protect information.  

x) If unauthorized activity is suspected on an account, users should change their password 

immediately and report it to the IT Helpdesk.  

xi) College provided software must be properly licensed and used in a manner that abides by 

licensing provisions, including installation, use, copying, number of simultaneous users, and 

other terms.   

xii) When a guest or visitor of the College is found to be in violation of the provisions of this 

policy or any other College policy, the host of that guest or visitor shall be responsible for 

that violation and liable for any consequence or penalty imposed by this policy.  

3) Policy Violations – Any violations of this policy should be reported to a member of the College’s 

Human Resources department and the Chief Information Officer for review. If the concern is 

content-related and is considered severe enough, the content may be immediately removed by 

Information Technology while the issue is under review. Review of any violation will take place 

through existing student, faculty, or employee disciplinary processes as outlined in their respective 

handbooks.  

4) Disciplinary Action – Disciplinary action may result from any misuse of these systems or resources 

including loss of computing privileges and other sanctions appropriate to the individual’s position at 

the College up to and including termination or expulsion depending on the severity of the offense.  

a) Any user who intentionally accesses information belonging to another user or department 

without being authorized to do so, faces disciplinary action up to and including termination or 

expulsion.   

Review and Revision 

Dates of last three revisions. If anything notable has changed, emphasize it. If anyone outside of IT is 

required to participate in policy revisions, please indicate those departments. 

Version  Approved Date Notable Changes 

2.0 8/1/2024 Clarified language. Reformatted for consistency. 

1.0 10/6/2022 Added individual responsibility section (2.f.i – 2.f.xi) 

  This policy is scheduled to be reviewed for updates no later than August 
1, 2026 
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All Information Technology Policies are drafted by the Information Technology Department, circulated 

within the college for review and approved by the Senior Leadership Team.  

Information Technology Policies are available online.  

https://www.emmanuel.edu/about/where-we-are/offices-resources/information-

technology/information-technology-policies  

 

 

Signature Panel 

By signing below, I acknowledge that I have fully read and understand my responsibilities in regard to 

this policy. 

Signee Supervisor or Human Resources 

Signature  
 
 
 

Signature  

Print name  
 

Print name  

Date  
 

Date  

 

 

Policies are subject to change. While reasonable attempts will made to 

communicate changes, approved policy revisions will become effective at time 

of approval and supersede all prior policy. 
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